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Abstract: 

Mobile ad-hoc networks (MANETs) assume that mobile nodes voluntary cooperate in order to work properly. This cooperation is 

a cost-intensive activity and some nodes can refuse to cooperate, leading to selfish node behaviour.  Thus, the overall network 

performance could be seriously affected. In the existing system, the node may sometimes behave selfishly. To act  selfishly means 

that node sometimes is unwilling to forward  the packets to thefurther node as prescribed in route from source to destination in 

order to save their resources and this may  seriously affect the performance of the network. In the proposed system, the netwo rk is 

distributed into clusters and every cluster has their own cluster head that helps the nodes to transmit  and receive the packets more 

prominently. Every node in the cluster assigns themselves with the set of friends and enemies. Basically, thecluster is a 

combination of both nodes (i.e., selfish nodes and normal nodes). A s described above, every node has a set of friend nodes and 

enemy nodes so if the node is selfish node then it will transmit the packet to the friend list node. Selfish node doesn’t sen d apacket 

to the enemy nodes and this shows that selfish node always takes the greedy decisions. However, the detection of selfish node 

done by the watchdog process and sometimes it may fail in the complex network, by generating false negative and false positiv e 

decision and that leads in performing wrong operations. 

 

I. INTRODUCTION 

 

Mobile Adhoc network is growing at a very vast pace and 

therefore many future advancement are being in research for 

emerg ing the network design strategies. Now a days the 

strategy that is currently acquiring elegant attention is collegial 

networking. This networking make the mobile adhoc network 

more rigid. Mobile adhoc network and opportunistic delay 

tolerant network have two of the basic automation that is 

contemplated. Manet is an infrastructure less network. It is 

very easy to set up the Manet network for operational 

purposes. As it is an infrastructure less network therefore the 

topology is dynamic (i.e ., there is no central coordinator). It  

should be able to maintain  the communication between the 

nodes at any cost. If it  is able to maintain the communicat ion 

then it is possible that it  can handle any situation. Manet is a 

flexib le network and throughput is also good. Any two nodes 

in the network can send or receive the packet when they are in 

the communication range of each other. Manet us es multi-hop 

communicat ion system among the nodes. While t ransmitt ing 

the packet from the source to destination it may consider that 

the data should not get dropped by malicious nodes or 

misbehaved link.[1] In Adhoc, network nodes rely on another 

node in a  network fo r forwarding and routing data packets to 

the destination. Basically, malicious nodes degrade the network 

performance by corrupting data packets and not transporting 

those packets to the next hop. A malicious node sometimes 

rejects the packet and does not transmit them further (th is is 

termed as black hole attack [2]). A ll the nodes present in an 

Ad-hoc network communicate with each other using the 

wireless links and we know that wireless links are vulnerable 

to several attacks and these attacks may fraudulent some or 

many data packets. Nodes share the same medium so there is a 

chance that the packet may suffer acollision. Therefore on of 

the challenge in detecting the malicious node is that it is not 

clear that the packet is drop due to maliciousness or may be 

discarded due to some other reasons [3]. If  thenode is dropping 

packets of other nodes due to one of two impartial causes that 

may include collision, erro r, buffer overflow or some malicious 

behavior to save the resources of that node, then that node can 

be termed as aselfish node. The selfish node also degrades the 

performance of the network by lowering the rate of packet  

transfer and switching the packet  delivery t ime and packet loss 

rate and then by partitioning the network. For the efficient use 

of battery power Amir Khusru, Akhtar and G. Sahoo [3] 

proposed a methodology for Adhoc network by using friendly  

group model in that they used two NIC cards to separate a 

MANET into many beneficial groups. As this model d ivides 

the network into groups and by this model, battery usage is 

minimized and battery usage is the main cause of selfishness 

but there is one problem that this model is not suitable for all 

applications.  Incentive-based and reputation-based methods 

are two categories of method for detecting selfish nodes. In 

first mechanism, nodes is forced to become selfish by giving 

implicit cred its every time when a node forwards packets of 

other nodes. These credits are very important for sending and 

receiving the data packets of other nodes or of its own packet. 

Another method [4] proposed by Buttayan and Hubaux uses a 

method of using virtual currency and these currencies are 

called  nulets. Nuglets are responsible for detecting the selfish 

node. Every node is assigned with a nuglet counter and  this 

counter is incremented monotonically  whenever a node tries to 

send its own packets, then the node must have some credits as 

system check for threshold value. If cred its are not available 

then that node is not allowed to send packets. Tamper- proof 

hardware is necessary to maintain the nuglets and tamper-proof 

hardware is very costly to maintain. In reputation based 

method, it is used for the detection of selfish node and defines 

the rate of selfish nodes. The reputation of the node is defined 

on the basis of involvement of that node seen by other nodes 

[5]. Watchdog is one of the technique for detection of aselfish 

node or misbehaving node in MANET. Watchdog helps to 
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identify the selfish node and pathrater helps routingprotocol to 

avoid these nodes. This mechanism uses On Demand Source 

Routing (DSR) Protocol. Watchdog detects selfish node by 

overhearing next node’s transmission. It also maintains a buffer 

of recently sent packets. Then it will compare each overhead 

packet with the packet present in  the buffer. If the match is 

found, the packet is removed from the buffer then it considers 

that the packet has been forwarded. On  the other hand, if a  

packet is present in  the buffer for alonger time and watchdog 

overhears that node failed to forward packet within a 

predefined time then watchdog will increase a failure counter 

of that node. Every node has its own failure counter [6]. If the 

failure counter of any node exceeds the predefined threshold 

value then watchdog concludes that the node is selfish and 

sends the message to the source node. Most of the time 

watchdog is successful in detecting selfish nodes, but 

sometimes it fails to detect selfish node in scenarios likes 

ambiguous collision, receiver co llision, limited power 

transmission, false misbehavior reporting, collusion and partial 

dropping. If there is a high mobility in a network with large 

amount of nodes and due to this Watchdog can give wrong 

report about malicious node which will directly degrade the 

system throughput and performance. As compared to fixed  

wired network MANET is more vulnerab le to errors like, 

transmission error, error due to environmental conditions and 

network congestion. In this paper, an author proposed an 

improved watchdog mechanism (i.e ., collaborative contact -

based watchdog). This method is more powerful in detecting 

the selfish node and we studied effective trust management 

system with simulation along with CHORD algorithm.  
 

II. RELATED WORK 
 

In [7], paper deals with two techniques that are used to 

improve the throughput of Adhoc network in which nodes 

agree that they have forward the packet but they fail to do so. 

This paper suggest the use of Exwatchdog that helps to detect 

the malicious nodes and for routing the data packets pathrater 

is used in combination with the Exwatchdog. ExWatchdog is a 

process that detects malicious node by comparing the tables 

maintained by all the nodes and every node maintains the 

buffer of recently sent packets. Then whenever the data is 

forwarded to next node in the route then the tables are 

compared. If any changes occur in the comparasion process the 

that node is misbehaving and if the tables matches to each 

other then it is declared  that node is not misbehaving. Pathrater 

acts as a routing agent after Exwatchdog has finished his 

detection process by comparing the tables . After the detection 

process, all the detected malicious or misbehaving or selfish 

nodes informat ion is sent to the pathrater to avoid routing 

through those selfish nodes and finds another route by avoid 

passing through these nodes. In MADSN (mobile agent based 

detection of theselfish node) [8], usually assigns a set of 

mobile agent (MA) in the network and these MA’s can move 

from one node to another node within that network. At the 

location of intrusion, it will reduce the use of total networks 

bandwidth consumption by basically moving  all the 

computation part from node to node. Then all the data packets 

are aggregated by the mobile agent itself. So In this approach, 

mobile agent plays an important role. In the proposed approach 

the algorithm generates less overhead during the computation, 

due to this convolution of the computation in the mobile agent 

is also reduced. The timestamp is set by doing all the 

computation part and this timestamp is responsible for the 

complet ion of the computation by the mobile agent. Th is 

process is taken care by the source node as soon as destination 

node does not respond in the given timestamp. As mobile 

Adhoc network uses open channels and we all know very well 

that these open channels are very  susceptible to attacks as 

topology is changing at a frequent rate. Mobile Adhoc network 

is dynamic due to this these attacks are common.  
 

III. PROPOS ED S YS TEM 
 

We propose the combination of trust deriving from network 

and traditional quality of service (QoS) trust. In DTN the trust 

of the node is gained by the communication network that is 

then turned into a composite trust metric. The inspection of 

‘healthiness’ and ‘unselfishness’ is done as to predict the two 

social trust metrics. Buffer level of all nodes are monitored to 

identify the packet loss and from that it is decided that the node 

is malicious or not. Also the new scheme was introduced that 

uses ExWatchdog with the routing algorithm and the buffer 

that is used to store the detected misbehaving nodes to keep the 

check on them because if one node is misbehaving once has a 

chance of misbehaving again. If any node detected as a selfish 

node for one time then it may trans mit the packet when it  

develops the contact with other nodes or we can say that it can  

only transmit  data to other selfish nodes. In this way, nodes 

may  have the second hand informat ion about the selfishness of 

other nodes. The main goal of ExWatchdog is to increase the 

precision over detection and reduce the detection time in the 

network. 
 

A collaborative node can be termed as positive when  

contact occurs in the following way: 

 
1. Selfish contact:When a contact appears between these 

selfish nodes then we say that contact is reached. The node can 

detect the selfishness using the watchdog and if detected then it 

is termed as positive 
 

2. Collaborative contact:if both nodes shared the 

packets. Then, assuming that one of the node in two is positive. 

It can be so that the positive node can transmit packet to the 

other positive only. 
 

In this paper, the improved ExWatchdog protocol is proposed 

with some modificat ions to overcome the problem related to 

the Watchdog protocol. This ExWatchdog protocol is very 

efficient to detect the actual reason for the packet loss. Because 

MANET isa wireless technology, mobile node devices of the 

MANET are independent to move anywhere so the mobility is 

very high and chord algorithm protocol supports a very large 

number of nodes with a high degree of mobility. Also, due to 

the wireless nature of the mobile ad  hoc networks, they are 

more vulnerable to congestion and ExWatchdog protocol does 

not detect the network congestion and link error of 

transmission. It just observes that whenever the sending time 

of packetgreater than the packet storing time, it sends  analert in  

the system and marks the node as malicious. ExWatchdog 

protocol does not find the actual cause of packet loss and this 

leads to low throughput and system performance degrades. But 

proposed chord algorithm does not take a decision about the 

node very easily because the packet loss also happens due to 

network congestion, it implements some modifications to the 

existing protocol. Chord algorithm gives good results in 

throughput, packet delivery ratio, and end-to-end delay. 
 

IV. CONCLUS ION& FUTURE S COPE 
 

In this paper, we have discussed about a trust management 

protocol for DTNs and try to apply it to secure routing to 

demonstrate the utility. The trust management protocol 
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contains QoS trust with some social trust. ExWatchdog has 

performed very well in detecting the selfish nodes in the 

MANET. But lack behind when use alone so it is combined 

with best routing algorithm and a buffer which indirect ly has 

enhanced the productivity. It also reduces the detection time 

and improved the effectiveness in detection process. It also 

reduces the computational overhead at nodes that leads to 

reducing in the message cost. In future, we will combine 

different methods with Exwatchdog and compare the 

performance with other. How d ifferent methods work in  

combination with the watchdog and how detection time, 

accuracy and throughput get affected. 
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